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Full pose enabled UAV communications
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Use case 1

Physical Layer Security
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Pose aware MRAVs for Physical Layer Security: Objective

Objective

The focus of this research is to study the performance of f-MRAVs for physical layer security. Our
objective is the joint optimization of both position and orientation to ensure secure communications in the
presence of eavesdroppers [1]

[1] D. Bonilla Licea, et al., “Harnessing the Potential of Omnidirectional Multi-Rotor Aerial Vehicles in Cooperative
Jamming Against Eavesdropping”, IEEE GLOBECOM, pp. 2052–2058, 2024.
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Pose aware MRAVs for Physical Layer Security: System Model (I)

One MRAV (MRAV-I) communicates with a ground node.
A set of N eavesdroppers.
Another MRAV (MRAV-J) that protects the privacy of communication by jamming eavesdroppers in
the region.
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Pose aware MRAVs for Physical Layer Security: System Model (II)

The radiation pattern of the o-MRAV antenna is:

G(
) = sin2(
);

where 
 is the AoD.

We can formulate the antenna channel gains for the
signals received by the node Si as:
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Orientation of the f-MRAV. The null of the antenna
radiation pattern is aligned with �(�i).
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Pose aware MRAVs for Physical Layer Security: System Model (III)

We assume that the air-to-ground channel is mainly influenced by path loss.
The distance between MRAV-i and node Sj is dij ≜ kpSj � pUik.
The Signal to Interference and Noise Ratio (SINR) at node Sj is:

�j =
G(
Ij)PId

�2
Ij

G(
Jj)PJd
�2
Jj + �2

j

; 8j 2 f0; : : : ; Ng;

where Pi is the transmit power of MRAV-i, and �2
j is the variance of additive white Gaussian noise of

node j.
The secrecy rate is given by

R(�) = B

�
log2(1 + �0)� max

j2f1;:::;Ng
(log2(1 + �j))

�+

;

where [�]+ = max(0; �), B represents the allocated bandwidth.
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Pose aware MRAVs for Physical Layer Security: Problem Formulation

This problem is stated as follows:

maximize
�d

I ;pUI
;�d
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;PI ;PJ

E[R(�)]
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We tackle the optimization problem in three distinct phases which are executed iteratively: MRAV-I
orientation, MRAV-J orientation, jointly control power and position.
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Pose aware MRAVs for Physical Layer Security
Proposed Approach: Orientation of MRAV-I

MRAV-I orientation — steer max gain toward the user; maximise angular separation from
eavesdroppers
MRAV-J orientation (jammer) — lock antenna null onto the legitimate user to suppress
self-interference
Power & position optimisation — interior-point search for optimal 3D positions and transmission
powers
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Pose aware MRAVs for Physical Layer Security

(a) Interior-point method. (b) Our proposed approach.
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(c) Secrecy rate: without
uncertainty.
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(d) Secrecy rate: with uncertainty
on eavesdropper position.

Figure: Top: final 3D positions for 2 eavesdroppers. Bottom: secrecy rate vs. maximum power. Simulations are for a scenario of a
legitimate user at origin, 2 randomly placed eavesdroppers, MRAV altitudes z ∈ [80; 300]m.
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Use case 2

Free space optical communications
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Problem Statement

THE IDEA: An heterogeneous robotic network for power infrastructure inspection.

Multi-Rotor Aerial Vehicles (MRAVs) with body-fixed
optical transmitters collect data; Unmanned Ground
Vehicles (UGVs) with optical receivers act as relays to
a remote station.

A valid Free-Space Optical (FSO) link requires the
MRAV beam to stay inside the receiver’s cone.

Link quality depends on MRAV position, orientation,
and distance.

KEY CHALLENGE: Reliable FSO communication demands precise alignment, valid range, and adaptation to
dynamic motion.
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Proposed Approach

A Nonlinear Model Predictive Control (NMPC) framework that
integrates FSO communication constraints into MRAV motion
planning.

(i) Model MRAV as a Generically-Tilted Multi-Rotor, covering both
coplanar and tilted platforms.

(ii) Embed FSO constraints directly into NMPC:
- Beam alignment within receiver cone.
- Valid communication distance ensuring minimum bit rate.

(iii) Enforce actuator limits and obstacle avoidance.

(iv) Achieve simultaneous tracking, communication reliability, and
safety.

GTMR model (coplanar vs tilted)

FSO link geometry (beam and receiver cone)
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System Modeling

GTMR Dynamics8>><>>:
_p = v
_� = T(�)!
m _v = �mge3 + R(�)F(�;�)u
J _! = �! � J! + M(�;�)u

p: position; v: velocity; �: attitude; !: angular rates; u: rotor thrusts;
fT, Mg: allocation matrices; fR;Tg: rotations; f�; �g: tilting angles.

FSO Communication Constraints

dC = p� pR

z>T (�dC)=kdCk � cos( C); dC � kdCk � dC
zT : transmitter axis; dC : displacement;  C : cone aperture.
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Optimal Control Problem

minimize
x̄,ū,ε

N∑
k=0

∥yd,k − yk∥2Q + ∥ūk∥2Qū
+ ∥εk∥2Qε

(2a)

s.t. x̄0 = x̄(t0), (2b)

x̄k+1 = f(x̄k, ūk), k = {0, . . . , N − 1}, (2c)

yk = h(x̄k, ūk), k = {0, . . . , N}, (2d)

γ ≤ uk ≤ γ̄, k = {0, . . . , N − 1}, (2e)

γ̇ ≤ ūk ≤ ˙̄γ, k = {0, . . . , N}, (2f)

dC ≤ ∥dCk
∥ ≤ dC , k = {0, . . . , N}, (2g)

z⊤T (−dCk
)

∥dCk
∥ ≥ cos (ψC), k = {0, . . . , N}, (2h)

∥pk − pOj;k
∥2 ≥ dOj + dsafe − εj,k, (2i)

εj,k ≥ 0, j = {1, . . . , NO},

OBJECTIVE FUNCTION: Minimize a weighted sum (2a) of
tracking error, control effort, and slack penalties for obstacle
avoidance.

SYSTEM CONSTRAINTS: Enforce the vehicle’s nonlinear
dynamics (2b)–(2c) and physical limits on rotor thrusts (2f)
and their rates of change (2f).

FSO COMMUNICATION CONSTRAINTS: Maintain a reliable
link by enforcing constraints on the distance to the receiver
(2g) and the beam’s angular alignment (2h).

SAFETY CONSTRAINTS: Guarantee collision avoidance (2i)
by enforcing a minimum safety distance, using slack
variables to ensure feasibility in tight spaces.
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Simulation Results

The proposed control framework was evaluated in MATLAB, with accompanying video animations1

figure/scan_me.png[height=1.3cm]https://mrs.fel.cvut.cz/nmpc-optical-comm

Scenario Environment: it includes static
obstacles (e.g., buildings) and a dynamic
obstacle (e.g., birds) to test the
framework’s robustness.

Vehicle Dynamics: a fully actuated
MRAV with full pose control, providing
high maneuverability. The NMPC works
also with coplanar MRAVs.

Core Problem: the NMPC ensures a
collision-free trajectory for the MRAV
while maintaining a stable optical link
with the mobile relay.

1https://mrs.fel.cvut.cz/nmpc-optical-comm.
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Use case 3

RIS enabled wireless networks
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