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ABSTRACT

The integration of Multi-Rotor Aerial Vehicles (MRAVs)
into 5G and 6G networks enhances coverage, connectivity,
and congestion management. This fosters communication-
aware robotics, exploring the interplay between robotics and
communications, but also makes the MRAVs susceptible
to malicious attacks, such as jamming. One traditional ap-
proach to counter these attacks is the use of beamforming
on the MRAVSs to apply physical layer security techniques.
In this paper, we explore pose optimization as an alternative
approach to countering jamming attacks on MRAVs. This
technique is intended for omnidirectional MRAVs, which are
drones capable of independently controlling both their posi-
tion and orientation, as opposed to the more common under-
actuated MRAVs whose orientation cannot be controlled
independently of their position. In this paper, we consider
an omnidirectional MRAV serving as a Base Station (BS) for
legitimate ground nodes, under attack by a malicious jammer.
We optimize the MRAV pose (i.e., position and orientation)
to maximize the minimum Signal-to-Interference-plus-Noise
Ratio (SINR) over all legitimate nodes.

Index Terms— relay, trajectory planning, UAVs, multi-
rotor systems, communication-aware robotics, jamming

1. INTRODUCTION

Recently, there has been a remarkable surge in the research
field of communications-aware robotics, as demonstrated by
the growing number of publications on this subject [1-4].
The interest in exploring the connection between communi-
cations and robotics can be partially attributed to the ongo-
ing advancements in 5G and forthcoming 6G technologies.
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Fig. 1: Illustration of two MRAV configurations along with
the global (Fyy) and untilted (Fp7) reference systems: under-
actuated (left) and omnidirectional (right) [[15].

These technologies aim to integrate Multi-Rotor Aerial Ve-
hicles (MRAVSs) into the cellular communications network,
with the goal of enhancing coverage and connectivity, bolster-
ing network resilience, and alleviating congestion by offload-
ing data traffic, among other benefits [SL[6]. A significant por-
tion of this research focuses on under-actuated MRAVs [7H9]).

Under-actuated MRAVs [10] exhibit the ability to hover
at specific positions and can serve as aerial Base Stations
(BSs) [11,[12]]. Additionally, they can also track trajecto-
ries, enabling them to function as mobile communications re-
lays [[13}|14]]. But, one limitation of under-actuated MRAVSs is
their inability to independently control both their position and
orientation. This constraint arises from the fact that under-
actuated MRAVSs typically have fewer control inputs (i.e., ro-
tors or propellers) than the number of Degree of Freedoms
(DoFs) needed for fully independent position and orientation
control [10]. This means that the position and orientation
of the fixed antenna mounted on the MRAV cannot be con-
trolled independently. Additionally, the Signal-to-Noise Ra-
tio (SNR) depends not only on the MRAV position, but also
on its tilt. Thus, this underactuation represents an obstacle in
the maximization of the SNR.



Conversely, omnidirectional MRAVs offer the distinct ad-
vantage of simultaneous control over both their position and
orientation [[15,|16]]. Omnidirectionality refers to a vehicle’s
capacity to support its weight in any orientation, making it
particularly advantageous for dealing with jamming attacks
which have become an increasing threat to Unmanned Aerial
Vehicles (UAVs) [17,/18]. An omnidirectional MRAV can
adjust its orientation and precisely direct its antenna null to-
wards the malicious jammer to neutralize it, while also main-
taining favourable channel gain with legitimate communica-
tion nodes. Although similar effects can be achieved using
beamforming techniques [[19]], this approach often requires an
array of antennas, which may not be feasible due to size con-
straints, increased costs, and higher energy consumption for
small vehicles [20]]. In contrast, omnidirectional MRAVs can
achieve such similar outcomes without any additional hard-
ware. Figure [I] presents an illustrative example of both an
under-actuated and an omnidirectional MRAV.

However, harnessing the inherent omnidirectional capa-
bilities of these platforms requires the utilization of advanced
motion planning techniques. These techniques play a pivotal
role in enabling these aerial vehicles to effectively position
and orient themselves, thereby optimizing their communica-
tion performance while mitigating potential jamming. In this
context, this paper presents an innovative method for calcu-
lating the pose (i.e., position and orientation) of an omnidi-
rectional MRAV acting as an aerial Base Station to minimize
the Signal-to-Interference-plus-Noise Ratio (SINR). The con-
sidered scenario involves the MRAYV receiving data from a set
of N stationary nodes, while contending with the presence of
a stationary malicious node, denoted as M. Notably, the an-
tenna is positioned on the upper surface of the MRAV. To the
best of the authors’” knowledge, this work marks the first ap-
plication of such a strategy within the domain of the physical
layer security for drone communications.

2. SYSTEM MODEL

Let us consider a legitimate communications network con-
sisting of N stationary nodes {S;}?; and an omnidirec-
tional MRAV functioning as an aerial BS. Simultaneously, a
stationary malicious node M is positioned within the same
operational area. We denote the positions of {S;} ,, the
MRAYV, and the malicious node M in the global reference
frame Fyw = {Ow,xw,yw,2zw} as Ps,, PBs, and pu,
respectively. For convenience, we introduce the untilted co-
ordinate frame Fy = {Oy,xv,yuv,zv}, aligned with the
global coordinate frame 7, and centered at ppg (see Fig-
ure [T). To precisely describe the orientation of the MRAV
in the global coordinate frame, Euler angles are employed,
specifically roll (), pitch (), and yaw (¢0). We refer to the
orientation of the MRAV as ngs = [, 9, ] "

We assume that the omnidirectional MRAV is equipped
with a single antenna, located at ppg, on its upper surface,

and oriented according to the following vector, expressed in
Fi U-

n(V) cos(t) + sin(p) sin(4))
n(¥) sin(¢) — sin(p) cos(y) | . (1)
cos(p) cos(®)

cos(p) si

Y (nps) = |cos(p)si

Without loss of generality, we consider this antenna to be a
small dipole, and thus its normalized power radiation pattern
can be described as [21]]:

G(7) =sin*(v), )

where ~ represents the elevation angle component of the An-
gle of Arrival (AoA). Let us now focus on the communica-
tions link between the MRAV and the node S;. The cosine of
the elevation angle component for this link is:

o Ps, — PBs
cos(vi) = 7 ———>

0’8 , 3
Ips; — pasll (nBS)> )

where (-, -) represents the inner product operation, and ~; is
the AoA of the signal emitted by node S;. Subsequently, we
can formulate the antenna channel gains for the signals re-
ceived from the legitimate nodes as:

2
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For the signal received from the jammer, we replace ~; by
v (the AoA of the signal emitted by the malicious node M)
and pg, by pa in @). Lastly, for simplicity and to focus
on the MRAV, we will assume that both {S;}¥ , and M are
equipped with isotropic antennas.

3. POSE OPTIMIZATION

We consider a scenario where the malicious node, M, acts as
a jammer. The objective is to optimize the pose of the MRAV
to maximize the minimum Signal-to-Interference-plus-Noise
Ratio (SINR) over all NV legitimate nodes.

The nodes {S;}Y; employ Frequency-Division Multiple
Access (FDMA) to transmit data to the MRAV over N dis-
tinct frequency channels. We assume that all frequency chan-
nels are narrow and further consider the antenna’s frequency
bandwidth to be sufficiently large to ensure that the antenna
gain is independent of the frequency channel. We also as-
sume that there is no adjacent channel interference. As the
legitimate nodes transmit data to the MRAV, the malicious
node M emits a jamming signal characterized by a flat power
spectral density that covers all communication channels, and
all frequency channels experience uniform interference.

For the sake of simplicity, we focus on the antenna ra-
diation pattern and assume Line of Sight (LoS) conditions
between the MRAV and all nodes (including both legitimate



nodes and the malicious node). Hence, the SINR encountered
by the MRAV in the link with the ¢-th node is given by:

G(vi)P
lps,—pBsl?

< G(yam) Py )—1—0’2

lprr—pPBs?

I =

, withi = {1,2,...,N}, (5

where P is the transmission power of the legitimate nodes,
Py is the transmission power of the malicious node, and o2
is the power of the noise at the MRAV receiver.

Our objective is to optimize the pose of the MRAV, en-
compassing both its position and orientation, in order to max-
imize the minimum SINR across all nodes. To achieve this
goal, we formulate the following optimization problem:

maximize (min Fi) (6a)
MnBs,PBS 7
st z<ejpps <% (6b)
I T
|: ? 0:| MBS S 53 (6C)
oo
with ¢ = 0. (6d)

In this formulation, the objective function (6a) is designed
to maximize the minimum SINR experienced by the set of
N stationary nodes. The constraint (6b) limits the MRAV’s
altitude. Here, e3 denotes the third column of the identity
matrix I; € R3*3. The constraint establishes accept-
able ranges for the pitch (¢) and roll (¢) angles. The search
space of the optimization problem encompasses five dimen-
sions (pps, roll ¢, and pitch ¢ angles). The omission of the
yaw angle 1) is based on the symmetry of the antenna radia-
tion pattern around its axis. Notably, it is assumed that both
transmission powers Pp; and P are known to the MRAV, as
well as the positions of all the legitimate nodes and the posi-
tion of the jammelﬂ Additionally, due to the high nonlinear-
ity of the optimization problem concerning the MRAV’s pose,
two suboptimal solutions are developed in this section.

3.1. Zero Interference

Let us start by discussing the suboptimal solution called zero
interference. The idea behind this suboptimal solution is to
always direct the null of the MRAV antenna towards the mali-
cious node M, effectively setting G(y,s) = 0. Consequently,
the orientation of the MRAV is adjusted to satisfy:

b _
Tnps) = (PP, )
Py — Pas||
where b = {+1, —1}. As a result, () transforms into:
1_< Ps; —PBsS b(pM—sz)>2 P
- Tps,—pssll’ Tpar—pssll
Fi = ) (8)
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I The position of the jammer can be estimated using techniques such as
the one described in [22].

with i = {1,2,..., N}. Consequently, problem (6) can be
reformulated as the following position optimization problem:

maximize (min I‘Z-ZI) (9a)
PBs 2
st. z2<eipps <z (9b)

3.2. Maximum Gain

Now we focus on the suboptimal solution called maximum
gain. The concept behind this suboptimal solution is to con-
tinuously direct the maximum antenna gain towards the legit-
imate nodes. In general, this can be accomplished only when
N = 2, and when the orientation of the MRAV is:

T(nBS) _ b( Ps, — PBs ) « < Ps, — PBs > 7 (10)
||p51 - pBS” ||p52 - pBSH

where x is the cross-product operator and b = {+1,—1}.
Consequently, (3) transforms into:
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With the orientation now fixed, the pose optimization
problem (6) transforms into a position optimization problem:

maximize( min F?AG) (12a)
PBS i={1,2}
st. z<ejpps <Z. (12b)

The resultant optimization problem is nonconvex
with multiple local optima. Therefore, we solve it numeri-
cally using methods like simulated annealing. Despite the
complexity, we can still glean insights into the optimal po-
sition. Notably, T'M© and I'}'“ share the same denominator
and differ only in their numerators. Consequently, we can
express ['M1¢ and T1C as follows:

P
) = lps,—pBsl? Ni(pBs)

= 13
D(pss) D(pps)’ (13)

with ¢ = {1,2}. Let us assume pJj¢ to be the optimal posi-
tion for the problem (12)), and assume that this optimum so-
lution satisfies |ps, — Psll > [IPs; — Phgll. We assign
the optimum value of the objective function as J(phg) =
min(TYM¢ (p%q), TY¢(p%s)). Now, consider a new position
pBs that results from slightly adjusting p}; 4 to bring it closer
to ps,, while ensuring the following conditions are met:

I'M%(pps

D(pps) = D(pps) (14)
||p52 - pBS” > ||p51 - pBS||7 (15)
Na(pps) > Na(pgs)- (16)



From this, we infer that J(pps) > J(pjg), implying that
Pps is not optimal. Consequently, if the optimal position
yields a denominator value D(pps) and there exists a set of
positions P with the same denominator value, then the opti-
mal position minimizes the difference between ||ps, — PBs||
and [|ps, — pasl-

Considering this analysis and extensive simulations across
various conditions, we observed that the optimal position for
the maximum gain problem must be equidistant from both
legitimate nodes.

4. SIMULATION RESULTS

To gain deeper insight into the pose optimization technique
discussed in this paper, we present numerical simulation re-
sults obtained using MATLAB. All numerical simulations
were conducted on a computer equipped with an i7-8565U
processor (1.80 GHz) and 32GB of RAM, running on the
Ubuntu 20.04 operating system.

We consider a scenario with two legitimate nodes, N =
2, positioned as follows: ps, = [0 0 0]" and ps, =
[0 50 0]T. The altitude range is defined by z = 8 and
z = 30. The noise-to-transmission power ratio is o2/P =
0.001. A malicious node is situated at pp; = [17 15 4]T.
The jamming-to-transmission power ratio Py /P varies.

We evaluate four distinct cases: (1) Optimum Pose -
obtained by numerically optimizing the initial optimization
problem (6) (blue plot); (2) Zero Interference - using the
pose described earlier, we numerically optimize the position
according to (@) (black plot); (3) Maximum Gain - utilizing
the previously mentioned pose, we numerically optimize the
position according to (I2) (red plot); (4) Vertical Orientation
- in this case, the antenna orientation vector aligns with grav-
ity, and the position is numerically optimized (magenta plot).
This last case represents an under-actuated MRAV hovering,
where the orientation cannot be controlled independently of
the position. From Figure [2] we make several observations.
When the jamming signal is weak, the maximum gain solu-
tion aligns with the optimum one, and as the jamming signal
becomes stronger, the zero interference solution becomes op-
timal. In essence, the suboptimal solutions proposed in this
paper coincide with the optimum poses for extreme jamming
conditions.

Another observation is the saturation of all solutions when
the jamming signal’s strength increases. The performance of
the zero interference solution remains constant because it al-
ways nullifies the jamming signal. The optimum solution ap-
proaches the zero interference solution, eventually nullifying
the jamming signal. The maximum gain solution keeps maxi-
mizing its antenna gain in the links with the legitimate nodes,
but starts moving its position so that the null of its antenna
is pointed to the jammer. The vertical orientation solution
moves towards the jammer until the MRAV positions itself di-
rectly above the jammer, effectively pointing its null towards
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Fig. 2: Minimum SINR (i.e., min(I';, I's)) for different jam-
ming powers for the optimum solution (blue), the maximum
gain solution (red), the zero interference solution (black), and

the vertical orientation solution (magenta).

the malicious node and completely eliminating the jamming
signal. These results show the advantages of optimizing the
full pose of omnidirectional MRAVs to establish robust com-
munication in the presence of jamming attacks. In comparing
the performance of omnidirectional MRAVs (blue, red and
black plots) to under-actuated ones (magenta plot), significant
performance differences are apparent, especially under strong
jamming. This technique can also prove valuable when the
malicious node M acts as an eavesdropper. In such a situa-
tion, the objective would shift towards optimizing the pose of
the MRAV to maximize the secrecy rate. It is worth noting
that the frame of the MRAV has the potential to modify the
radiation pattern of the antenna [23]]. In forthcoming experi-
ments, we will show how these alterations affect our proposed
technique.

5. CONCLUSION

This paper examined the integration of omnidirectional
MRAVSs into communication networks, focusing on its pose
optimization to mitigate jamming attacks. The framework
considered the control of antenna orientation and position to
improve the minimal SINR of the legitimate network. To
tackle the highly nonlinear optimization problem, two subop-
timal solutions were proposed that demonstrated their effec-
tiveness in scenarios of low and severe jamming. We showed
that the pose optimization of omnidirectional MRAVs can
effectively nullify the interference of the jammer, thus intro-
ducing the pose optimization of MRAVs as a new technique
for physical layer security. Future work will consider the
effect of the uncertainty in the knowledge of the jammer po-
sition. We will also compare, in detail, the performance of
the pose optimization against the beamforming technique. In
addition, we will study the case where the malicious node is
an eavesdropper.
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