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Abstract. Unmanned Aerial Vehicle (UAV) swarms offer remarkable capabili-
ties across numerous fields, performing complex tasks with high efficiency and
adaptability. However, safeguarding these swarms from cyber threats poses a sig-
nificant challenge. This paper addresses “Challenge 4: Enhanced Communication
and Active Protection Framework”. We aim to solve key objectives by introduc-
ing a comprehensive framework aimed at bolstering the security and coordination
of UAV swarms. Our framework incorporates communications-aware trajectory
planning, the use of heterogeneous communication networks, advanced physi-
cal layer security measures, and Artificial Intelligence (AI)-driven strategies for
detecting and mitigating attacks. By combining Optical Camera Communications
(OCC) with conventional Radio Frequency (RF) systems and utilizing Reinforce-
ment Learning (RL) and Federated Learning (FL), the proposed framework pro-
vides a robust, efficient, and secure operational environment for UAV swarms.
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1 Introduction

Unmanned Aerial Vehicle (UAV) swarms have the capability to operate autonomously
and collaboratively, offering significant advantages over single-drone operations. These
benefits include enhanced coverage, redundancy, and resilience [1]. To achieve effective
coordination and communication within UAV swarms, various architectures have been
proposed, with hierarchical architectures being the most widely adopted [2]. In a hier-
archical structure, drones are organized in tiers, where higher-tier drones oversee and
coordinate the actions of lower-tier drones. This arrangement simplifies command and
control, reduces decision-making complexity at the individual drone level, and enhances
scalability. The hierarchical approach is particularly favored for its efficiency in man-
aging large swarms and its robustness in maintaining operational coherence [2].
However, hierarchical architectures also present challenges [3]. A major issue is the
reliance on Radio Frequency (RF) communication systems for most UAV interactions.
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This makes these systems vulnerable to attacks such as RF jamming, which can dis-
rupt communication or Global Navigation Satellite System (GNSS) signals, and GNSS
spoofing, which can manipulate positional data. Additionally, UAV identity spoofing
can lead to unauthorized control, while eavesdropping on communications can com-
promise sensitive information [4]. These vulnerabilities highlight the need for robust
security measures to protect the integrity and reliability of UAV communication net-
works.

A traditional approach relying solely on cryptographic measures is insufficient to
address the security challenges faced by UAV swarms and to maintain a secure and
highly robust operation. To ensure swarm security, it is essential to employ Artificial
Intelligence (AI)-based techniques for detecting such attacks and to integrate advanced
cryptographic methods with physical layer security techniques. Additionally, heteroge-
neous communication networks that use both RF and optical communications provide
are highly effective in increasing the security of UAV swarms. This approach leverages
the large bandwidth provided by RF systems while benefiting from the immunity of
optical systems to RF jamming and their significantly higher resistance to eavesdrop-
ping [5]. Moreover, communications-aware trajectory planning is a powerful tool for
enhancing physical layer security in UAV communications [6]. This technique involves
designing flight paths that minimize exposure to potential attacks and optimize the secu-
rity of communication links.

In this paper, we address “Challenge 4: Enhanced Communication and Active Pro-
tection Framework”. We aim to solve the key objectives of deploying advanced encryp-
tion and authentication techniques to safeguard drone communications, utilizing Al to
optimize communication strategies and enhance resilience against environmental and
malicious disruptions, implementing anomaly detection algorithms to quickly identify
and counteract communication threats in real time, and establishing proactive defenses
to maintain the integrity and reliability of communications under adversarial conditions
with the proposed framework. The proposed approach includes the following key com-
ponents:

— Communications-Aware Trajectory Planning: We build upon our previously devel-
oped framework for communications-aware trajectory planning [7,8] and adapt it
to the multi-agent scenario. The framework is designed to increase communication
reliability using directional antennas that are less vulnerable to jamming;

— Heterogeneous Communication Networks: We employ heterogeneous communica-
tion networks that we developed, incorporating both RF communication systems and
Optical Camera Communications (OCC) systems for UAVs [2].

— Physical Layer Security Techniques: We exploit advanced physical layer security
techniques enhance the robustness of UAV-to-UAV communication links, increasing
their resistance to potential threats [9, 10].

— Al for Attack Detection and Adaptive Response: We utilize Al to improve the detec-
tion of attacks and rely on Reinforcement Learning (RL) to adapt the swarm’s behav-
ior to ever-changing and unforeseen situations.
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2 Communication and Coordination Framework

In this section, we present our comprehensive communication and coordination frame-
work for hierarchical UAV swarms. This framework operates using a fog-edge for-
mation mechanism, integrating fog and edge computing concepts [11] to enhance the
processing capabilities and communication efficiency within UAV swarms. This app-
roach enables real-time data processing and low-latency communication. The frame-
work is divided into four key components: Advanced Encryption and Authentication,
AI-Optimized Communication Strategies, Real-Time Anomaly Detection, and Proactive
Defense Mechanisms. The proposed framework is developed using ROS2 and tested in
the Gazebo simulator. Figure 1 outlines the proposed communication and coordination
framework.
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Fig.1. Proposed communication and coordination framework. Arrows represent the data
exchanged among drones.

2.1 Advanced Encryption and Authentication

One of the characteristics of OCC is its immunity to RF jamming, allowing many-to-
many communications through the principle of spatial separability [6]. Additionally,
eavesdropping on OCC is challenging without being in close proximity and equipped
with the correct hardware. Heterogeneous communication networks that combine RF
and optical communications offer the advantages of both systems. In this context, we
propose a new authentication system for UAVs based on heterogeneous communica-
tions networks composed of OCC systems (e.g., UVDAR [2], designed by our team)
and RF communications systems.

This authentication technique operates as follows: Each UAV is equipped with an
OCC system composed of a camera and various LEDs that can emit arbitrary optical
signals. Additionally, they are equipped with RF communications systems. Initially,
UAV-zero (initially authenticated by the user) emits a command through its RF com-
munication system for the other UAVs to initiate their authentication. The responding
UAVs reply through their RF systems with a message that includes their ID and physi-
cal coordinates while simultaneously emitting valid optical signals through their LEDs.
When UAV-zero receives the RF message, it uses its camera to verify the coordinates
indicated by the other UAVs and retrieves the emitted optical signals.

If the initial message was emitted by a malicious entity that is not a UAV, UAV-
zero would not detect any optical signals at the specified coordinates. If the malicious
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agent is a UAV equipped with the same OCC system, it would need to know the valid
optical signals beforehand to be authenticated by UAV-zero. This requirement makes
the authentication technique very difficult to deceive in practice.

2.2 AI-Optimized Communication Strategies

In this section, we introduce Al-optimized communication strategies that enhance the
robustness and efficiency of UAV swarm operations using RL. RL is a type of machine
learning where an agent learns to make decisions by performing actions in an envi-
ronment to maximize cumulative rewards. For UAV swarms, RL agents are embedded
within each UAV to optimize communication protocols in real-time.

Our RL framework includes the state, which represents the current conditions of
the UAV swarm, including positions, signal strengths, and link statuses. The action
space involves adjusting transmission power, selecting communication channels, and
switching between RF and optical communication modes. The reward function bal-
ances communication reliability, latency, and energy consumption. Positive rewards are
given for maintaining high-quality links, while negative rewards result from link fail-
ures or excessive energy use.

Each UAV, equipped with an RL agent, learns optimal communication strategies
through interactions with the environment. Using algorithms like Deep Q-Networks,
the agents continuously update their policies based on received rewards. This process
ensures that the UAVs adapt to changing conditions and dynamic network topologies,
enhancing the overall performance and resilience of the swarm.

Al-optimized communication strategies offer significant advantages. They allow
UAVs to adapt to unforeseen challenges, such as interference or signal blockages,
ensuring effective communication in various conditions. The decentralized nature of
RL makes this approach scalable for large swarms. Additionally, continuous learning
and adaptation improve the resilience of the swarm against communication disruptions,
including RF jamming and signal interference. By dynamically adjusting protocols
based on real-time conditions, these strategies enhance the reliability, efficiency, and
security of UAV operations.

2.3 Real-Time Anomaly Detection

Detection of anomalies is crucial for identifying attacks and implementing appropriate
countermeasures. Our approach leverages Al to detect abnormal behaviors and incon-
sistencies between different sensors that may indicate an attack. For instance, if an RF
receiver detects an increase in received power along with an increase in the bit error
rate, it can suspect a jamming attack. This information is then shared among all the
UAVs via the optical network, which remains unaffected by RF jamming.

Once this data is distributed, a Federated Learning (FL) algorithm [12] processes
the collective information from all UAVs to confirm the attack. FL enables UAVs to
collaboratively learn a shared model while keeping their data decentralized, enhancing
privacy and security. The algorithm can also attempt to estimate the location or direction
of the attacker based on the shared data. This distributed Al approach not only detects
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jamming attacks but is also effective against more sophisticated threats such as proactive
eavesdropping or deauthentication attacks, which rely on jamming.

2.4 Proactive Defense Mechanisms

The first line of defense is to hide communications from malicious agents. One way to
achieve this is through the use of covert communications, where legitimate transmitters
emit artificial noise when they do not have data to transmit. The idea behind this strategy
is to confuse malicious nodes, making it difficult for them to determine when actual data
exchanges are occurring among the UAVs.
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Fig. 2. The secrecy rate plotted against the maximum power for both the proposed approach and

the two benchmarks without any jittering on the UAVs orientation and with perfect knowledge of
the eavesdroppers position.

Another line of defense involves ensuring that legitimate transmitters focus their
emitted power in the direction of legitimate receivers while minimizing power emission
towards potential malicious receivers [10]. Similarly, this strategy aims to ensure that
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legitimate receivers experience high channel gain from legitimate transmitters and low
channel gain from malicious transmitters [9].

This can be achieved through various methods. One solution is the use of multi-
antenna arrays and beamforming techniques. Another approach involves using omni-
directional UAVs and optimizing their orientation, as demonstrated in [9,10], and
depicted in Fig. 2. A third solution is to use under-actuated UAVs equipped with motor-
ized antennas whose orientation can be controlled.

3 Conclusions

In this paper, we introduced a comprehensive communication and coordination frame-
work to improve the security and operational efficiency of hierarchical UAV swarms.
Our framework addresses key vulnerabilities in UAV communication systems, enhanc-
ing resilience against cyber threats such as jamming, spoofing, and eavesdropping. Al-
driven methods for real-time anomaly detection and adaptive response ensure secure
and efficient operations in dynamic and hostile environments. Future work will refine
the AI models for more precise anomaly detection and explore integrating additional
communication technologies to further enhance the system’s robustness and scalabil-
ity. Additionally, significant efforts will be dedicated to transitioning from simulation
to real-world implementation, including conducting field experiments to validate the
framework’s effectiveness in practical scenarios and ensuring it performs reliably under
real-world conditions.
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